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CURRENT CYBER SECURITY

LANDSCAPE ...

Disinformation, denial of

Service attacks, internet Threats,
ransomware, Malware,

social Engineering, supply chain

Attacks, and threats against data.




Where to
Begin?

These are
dangerous
everyday
habits of

end-users.

Strategies for
managing
passwords at work

Password management software

Document on my computer

Password management
software remains
popular - but so do risky
practices such as
writing down passwords
or saving them on
spreadsheets

My memory

Pen and paper

U bitwarden

(“2023 Bitwarden Password Decisions Survey | Bitwarden Blog”)
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Most people have heard it is not good to reuse passwords.
Why?

Hackers use tools to harvest credentials from compromised accounts.
“..the threat actor automates authentication based on previously

discovered credentials using customized tools.

This approach can entail launching millions of attempts to determine

where [users] potentially reused their credentials on another website or

application.”

(“password cracking 101: attacks & defenses explained | beyondtrust”)



Brute force attacks attempt to guess passwords by changing the characters and numbers. To protect
against this, companies can limit the number of failed login attempts using a captcha ... “captcha is an
acronym for ‘completely automated public TURING TEST to tell computers and humans apart.”

(“How captchas work | what does captcha mean? | cloudflare”)

Users often encounter captcha and recaptcha tests on the internet.” Recaptcha protects websites
from spam and abuse by distinguishing human users from automated bots using various recaptcha
tests. Companies can also require users to use longer passwords.


https://www.cloudflare.com/learning/bots/how-captchas-work/

Match the characters in the picture

To continue, type the characters you see in the picture.

Captcha DRUSZN-
eXa m p I e The picture contains 8 characters.

Continue

ReCaptcha

exa m p I e Privacy & Terms O | ReCAPTCHA

(“How CAPTCHAs Work | What Does CAPTCHA Mean? | Cloudflare”)



However, a strong password won't stop a cybercriminal from accessing an
account via credential stuffing because the password is already known. Even
CAPTCHA's or brute force protection’s ability to protect users is limited since users
often_change their passwords in predictable patterns, and cyber criminals have a
breached password to iterate from. (“What Is Credential Stuffing?”)



https://www.sans.org/security-awareness-training/blog/time-password-expiration-die

Four Easy Steps to Harden Your Sign-On Credentials

01 02 03

Using a password Only change Use strong and
management system passwords if you unique passwords that
across multiple suspect an account have randomness and
platforms saves login was compromised paraphrases

time
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