
Build a router?

Do  you need a router?

Want to build your own router?

How about a budget router better

than a lot of off the shelf routers?



What does a router do?

A router is actually performing multiple functions

• Connects your devices to the internet

• Serves as a DHCP server

• Provides you with a Firewall

• Creates access for wireless devices



Build a router?

This project will outline building a router 

that is totally programmable and possibly 

better than a router you might purchase.
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Things needed to complete this project

• An old desktop pc

• Additional ethernet card

• A gigabyte ethernet switch

• An old router

• pfSense OS
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First thing to do is install the ethernet card.

Once this is installed you’ll have 2 ethernet

ports on this pc. One will be the WAN port

and one will be the LAN port.
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Setup

Connect your incoming network to an 

ethernet port on the pc(WAN), connect a 

gigabyte switch to the other ethernet port 

(LAN) port on the rear of the pc.
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Setup Wi-Fi

If you’d like your pfSense router to be Wi-

Fi capable, follow the router 

manufacturers instructions and turn it in 

to an access point. Plug the WAN port of 

the router into the LAN switch and you’ll 

be Wi-Fi ready 
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Install the pfSense OS

Once you have downloaded the ISO from 

pfSense, create a bootable medium, either 

a thumb drive or DVD.
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Install the pfSense OS

Booting up the software is pretty straight 

forward. Power up the pc and choose the 

device you’d like to boot from. Thumb drive,

DVD, etc.
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Install the pfSense OS part 3

Follow the steps provided by Netgate.

They are the creator of pfSense

Use this link

https://docs.netgate.com/pfsense/en/latest/inst

all/install-walkthrough.html

https://docs.netgate.com/pfsense/en/latest/install/install-walkthrough.html
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Install the pfSense OS

Or if you prefer, There are some excellent 

Instructions on YouTube

Use this link for one example

https://www.youtube.com/watch?v=lUzSsX4T4

WQ&t=684s

https://www.youtube.com/watch?v=lUzSsX4T4WQ&t=684s
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Setup

Once you’ve completed the install, you’re 

ready to configure the system. Below is 

an example of the console screen. After 

the initial setup. pfSense can be 

configured using the web interface page
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Setup

This is where the fun and creativity begin.

From the console screen you can start 

with choosing which interface device will 

be the WAN and which one will be the 

LAN.
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Setup

For this build I used the pc built-in 

ethernet port as the WAN listed below as 

em0.

Using the added network card for the 

LAN em1. Use option 1 to perform this.
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Setup

After assigning interfaces, create you IP 

addresses and type of IP for each of 

these devices. When creating the LAN, 

leave some lower IPs for system devices.

Use option 3.
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Web interface screen

Once you’ve established your network, 

you should be able to reach the web 

interface screen through another pc 

connected to the switch plugged into the 

LAN port.
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Web interface screen

In this demonstration the web interface 

screen can be reached using Firefox and 

the IP address of 192.168.15.1 The IP 

addresses for use begin at 192.168.15.6
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After these basic configuration steps, the 

pfSense firewall / router should now be 

functioning.

Default login info

Username: admin

Password: pfsense
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After these basic configuration steps, the 

pfSense firewall / router should now be 

functioning.

Default login info

Username: admin

Password: pfsense
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Once logged in, the setup Wizard will 

start. The Wizard can always be run 

again at any time
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Follow the setup wizard to complete the 

initial setup
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Follow the setup wizard to complete the 

initial setup

Add in a primary and secondary DNS 

using theseparemeters to get started.

8.8.8.8

1.1.1.1
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Follow the setup wizard to complete the 

initial setup

Change your time zone
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Follow the setup wizard to complete the 

initial setup

This screen should be all set unless you 

need to make a change. This was 

configured on the initial install
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Follow the setup wizard to complete the 

initial setup

Use this screen to modify your LAN IP 

address. This also was configured on the 

initial setup.



Build a router?

Follow the setup wizard to complete the 

initial setup

Change the default password to your 

choice of password
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Follow the setup wizard to complete the 

initial setup

At this point, click the reload button and 

you’ll be ready to start running pfSense
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Follow the setup wizard to complete the 

initial setup

This is an example of the dashboard.

This can be easily modified to your 

personal preference
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Follow the setup wizard to complete the 

initial setup

This is the end of the basic setup

If you’d like it to make this system 

accessible to wireless devices, add a 

wireless router configured as an access 

point.
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The pfSense Package manager. 

From the main dashboard, click system 

in the upper tool bar and choose package 

manager.
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At this point there are various ways to 

modify the installation with a lot of 

different add-ons

Snort is a popular add-on. Scroll down 

and click install.
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Summary

This project demonstrates how you can 

take some retired equipment, some 

open-source free software and a couple 

hours of time and create a router / 

Firewall that can be equal to or better 

than any off the shelf routers. 
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Summary

This project makes a great tool for hands 

on experience working with DHCP, 

VPN,DNS, Squid, pfBlockerNG, 

SquidGuard, Darkstat, Snort and many 

more applications. 


