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DOT9000 is our utility pc
used to help manage range
Servers and pc’s
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What is the DOT9000 *?
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The DOT9000 pc is a laptop built to
assist in the process of imaging
servers and range pcs. The pc is
loaded with a group of software
that | use and have found to be
helpful in creating and managing
the pc’s and servers used to create
a range.

Over time I've created this due to
the fact that I’'m not that proficient
at using line commands from a
terminal window and I’m not that
good at coding.

DOT9000 my tools of choice
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The installed software
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Fedora Media writer
K3B CD DVD creator
Balena Etcher
NoMachine
AnyDesk

SimplScreenRecorder

Brackets
VirtualBox
Gparted
Nmap



Dolphin Firefox Web Discover
Browser

Q !

Fedora Media GParted NoMachine

Writer

Konsole

VirtualBox ISO folder Student disc

S A

balenaEtcher-1. SimpleScreen CTF Targets
7.9-x64.Appl...  Recorder (Sna...

Range
operations




S mlE) | O C)6)e)

'WICTRA

E

The operating system

KDE Neon

| chose KDE Neon because it’s easy
to use if you’re not an expert with
commands, it’s Ubuntu based and
has a good group of tools readily
available in its list of repositories
such as Fedora Media Writer.
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Fedora Media Writer

Fedora Media Writer

Select Image Source

Download automatically

© select .iso file

Fedora Media writer for creating bootable
thumb drives and resetting to factory defaults
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Balena Etcher
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& Flash from URL

1B Clone drive

Balena Etcher, also for creating bootable
thumb drives.
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K3B DVD Kreator

) K3b - The CD and DVD Kreator — K3b

File Project Device Tools Settings Help

[} NewProject ~ [ Open... (=) Format (a] > Home > ISO folder

Filter: | All Files

B CTFTa.
» [0 Deskt...
> [ Docu...
< Downl...
A 150 fo...

Temp: 1144.5 GiB/283.7 GiB K3b 22.04.3

K3B CD and DVD Kreator is an easy to use
excellent tool for creating bootable operating
system images.



X g

'WICTRA

£ "=

SimpleScreenRecorder

SimpleScreenRecorder

Welcome to SimpleScreenRecorder!

Despite the name, this program actually has a lot of options. Don't worry
though, there are really just two things that you need to know. One, the default
settings are usually fine. If you don't know what something does, just use the
default. Two, almost all settings have tooltips. Just hover the mouse over
something to find out what it does.

For more information:

http://www.maartenbaert.be/simplescreenrecorder/

About SimpleScreenRecorder

> Continue

Simple Screen Recorder. | use this to record
the short videos I've created for YouTube.
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] index.html (Getting Started) - Brackets

File Edit Find View MNavigate Debug Help
<!DOCTYPE html>

Working Files
e Brackets Health Report
In order to improve Brackets, we periodically
send limited, pseudonymous statistics to
Adobe about how you use Brackets. This
information helps prioritize features, find

index.html

Getting Started

screenshots bugs, and spot usability issues.
index.html

) You can see your data or cheose not to share
main.css

data by selecting Help > Health Report.

Brackets is a program | use to edit HTML
programs that create the local website.
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m NoMachine

Welcome to NoMachine NOMACHINE

Using NoMachine you can connect, control and work on any remote computer. You can do that by inserting the IP address or the service URL
of that machine.

Insert the service URL or IP of the computer

Q search Machines

) Add Testdrive

18 - Connect to host Testdrive> L‘-"-:Cr_.nﬁgu'e conne

T

Then connect immediately or customize the connection

Use one of these URLs to connect to this desktop

| Don't show this dialog anymore

NoMachine is a simple to use remote
desktop application. Works great for

remotely controlling range servers
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File  Machine Help

%H Tools

Rickdiculously ...

@ powered Off

VirtualBox

Oracle VM VirtualBox Manager

X

el

New  Settings

=] General =] preview

MName: Rickdiculously Easy

Operating System:

E‘ System

Base Memory: 1024 MB RIdeICU|0u5|y Easy
Boot Order: Optical, Hard

Acceleration:

H pisplay

Video Memory: 16 MB
Graphics Cont g VMSVGA
Bamn el crver Dica

VirtualBox is nice to have on a Utility PC
in order to test and modify VMs for the
range.
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File Edit View

D NewTab [

dotmictra@dotmictra:~$ l

Nmap installed is a must in order to
perform IP scans to determine open IP
addresses and open ports.
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AnyDesk

AnyDesk

>mB

AnyDesk Status

Set password...

This enables you to access
your desk, no matter where
you are

What's new in
AnyDesk 6.27
Check out the most
interesting new features in
this release

Learn more —

AnyDesk is another remote desktop

application. This works nice for assisting
other users that are located outside of
the range.
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DOT9000

The DOT9000 project is an example
of what can be done with a little
time and a recycled laptop. This
project is an easy way for an
individual to get started in
understanding what it takes to
create and manage a range. Even if
you don’t want to create a range,
there are some useful tools in here
for performing other IT related
functions which might not be related
directly to Cyber Security, but still
helpful. Yes there are other tools out
there, but these are the one I've
chosen to work with.




