Looking for a creative way to encourage employees to
improve their Cyber Security Practices?

Do you have employees who access your servers
from home?

Who doesn’t like free stuff?

LastPass -]

One of our corporate members came up with a
great idea to encourage their employees to
practice better cybersecurity.

What they did was offer a FREE password
manager to them.

Not only do they get a password manager for
work, but they receive 5 additional licenses for
home use.

The objective of this information is not to
promote LastPass, but to demonstrate a way of
encouraging employees to adopt better security
practices.




Why do this?
Promote use of MFA

Reduce the number of reused passwords

Reduce the number of weak passwords

SSO

Reduce passwords while increasing ease of employee access with Single Sign-
on (S50). With an integrated single sign-on and password manager solution,
LastPass provides control and security for every access point.

Add an unlimited number of SS0O applications, with over 1,200 apps already
pre-integrated.

Automate onboarding and offboarding to cloud applications.
Revoke access to key applications when an employee leaves.
Reduce the number of passwords employees must memorize.

Allow IT visibility into apps to identify gaps in access security.

Learn More about SSO




Password managers such as LastPass have tools built
in such as a password generator.

It allows LastPass to create a password based upon
parameters that you outline. It will randomly create
any length and complexity that you can copy and
paste into any site.
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Employee Benefits

LastPass Families as a Benefit

Proper password hygiene is critical to keeping professional and
personal data secure. Take control of your business’ data by
encouraging your employees to do the same. Enable your employees
- and their families - to live and work securely from anywhere with
Families as a Benefit. With Families as a Benefit, individual users and
families can:

Grant 5 additional LastPass licenses to their family and friends
Store and protect their passwords across all devices
Create unlimited shared folders for easy family sharing

Improve and enforce password hygiene by using the security
dashboard

LastPass«--| Q  search my vault

Families as a Benefit

Your company has partnered with LastPass
to provide LastPass Families for free.

Activane now and INvite P 10 5 cthers. Learm more

Activate LastPass Families for Free

Not Ciatmed

Nice work!

You linked your personal and business accounts.

Back to Account Benefits




|.T. management benefits

Simplify IT oversight with one admin
console

Help your IT department work without wasting time. The LastPass admin
console provides your IT team with complete oversight. They can manage all
their daily tasks from the admin console, whether they need to:

Oversee employee password management

Update security policies

Provision and deprovision users

Deploy authentication methods for onboarding and offboarding
Federate user logins to LastPass

Produce admin security reports

Streamline IT's responsibilities by providing them with a one-stop security
management dashboard.
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Summary

By providing the employees with tools to
better secure their on line habits, we
create an awareness of cybersecurity
weakness to better educate for a safer
home and work environment.

By providing the password manager to
the employees, we reduce the risk of
being breached due to weak passwords
or lack of multifactor authentication.

By providing the employees with decent
tools, we promote a more safe cyber
security work place.

LastPass is not the only tool available for
password management, but it is the
choice for this demonstration.




